Outlook Web Access'a Glivensiz Girmeyin

Maillerimize her zaman her yerden ulasmak herkesin istedigi bir konu. Bunun icin mail serverlarin
sundu gesitli imkanlar bulunmakta. POP3 baglantilar, Web mailler, Cep telefonu baglantilari populer
olan erisim teknikleri arasinda. Ancak unutulmamasi gereken bir nokta var ki o da gtivenlik.

Bu konuda da ¢esitli teknikler isletmelerin giivenlik politikalarina gore tercih edilebilir. Bizde en
yaygin ve popiiler olan uygulamalardan biri olan SSL ile Exchange sunucumuzu uyumlu hale getirerek
OWA (Outlook Web Access) Uzerinden maillerimize erisme imkani bulabiliriz.

ilk 6nce bir sertifika saglayicisina ihtiyacimiz var. Bunu disaridaki firmalardan(verising yada free olarak
sertifika veren startcom) temin edebilecegimiz gibi kendi CA (Certification Authority) kurarak da
yapabiliriz. Kendi sertifikamizi Greterek ise baslayalim;

ilk 6nce denetim masasindan program ekle kaldir'a gelerek Windows bilesenlerini ekle kaldir
butonuna basiyoruz.

Windows Components Wizard N

Windows Components
'ou zan add or remove components of Windows.

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click
Detailz.

ez and Ltili

[ < Active Directory Services 16,7 MB

[w] @.ﬁ.pplicatian Cerver 334 MB

[ [8A Certificate Services 1.4 MB |

1 &, Distribusted File Sustem a5 .li

Dezcrption:  Includes Windows Accezzones and Utilities for vour computer.

T otal dizk. space reguired: 3.0 B Dalais |
Space avalable on dizgk: 44014 B —

¢ Back Mewt > I Cancel | Help |

sekil - 1

Buradan Certificate Services i secip ilerliyoruz. Next butonuna bastigimiz anda asagidaki uyari ekrani
gelecektir. Burada CA kurdugumuz makinanin CA y1 kurduktan sonra adini degistirmemizin sorun
cikarabilecegini bu yiizden degisiklik yapmayacagimiz bir makinaya CA yi kurdugumuzdan emin
olmamizi isteyen bir uyar ekrani eger eminsek Windows cd mizi cd okuyucumuza yerlestirerek CA
kurulumumuza devam ediyoruz.
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Microsoft Certificate Services . il

j After installing Certificate Services, the maching narme and domain membership may not be changed due to the binding of the machine
! name to CA information stored in the Active Directory, Changing the machine name or domain membership would invalidate the
certificates issued From the CA. Please ensure the proper machine name and domain membership are configured befare installing
Cettificate Services, Do wou wank ko continue?

sekil -2

ikinci kurulum ekrani olan bu ekranda CA nin tipini belirlememiz isteniyor bizden. Biz tisteki secenegi
secerek devam edecegiz ¢linki bir bu islemi bir domain ortaminda gergeklestiriyoruz ve bu ortamdaki
ilk CA sunucumuz. Eger bu sunucuyu bir Workgroup ortaminda kuracak olsaydik Stand-alone
seceneklerinden bize uygun olani segecektir.

Windows Components Wizard i

CA Type
Select the type of Cé vou want o zet up.

¥ Enterprize root CA,

" Erterprize subordinate Cé
" Stand-alone root T4

" Stand-alone subardinate CA

— Description of Ch type
The mozt frugted CA in an enterprize. Should be installed before any other Ca,

[ Use custom settings to generate the key pair and CA certificate

< Back I Mest » I Cancel Help

sekil - 3

Next butonuna basarak devam ettigimizde olusturacagimiz sertifikalarin gecerlilik stirelerini
ayarlayacagimiz ekran gelecek varsayilan olarak 5 yil olarak gelmekte siz kendiniz isteginize gére bu
secenegi degistirebilirsiniz. Burada dikkat edilecek bir diger nokta ise Common name kismi. Bu alana
OWA ya web Uzerinden girerken kullanilacak adresi yazmamiz faydali olacaktir.

www.sertac.gen.tr


http://www.sertac.gen.tr

Windows Components YWizard )

CA Identifying Information
Enter information ba identify this CA,

LCommon name for thiz Ch:

rail. errecarn. local

Diztinguizhed name suffis:

DiC=emrecan.DC=local

Preview of distinguizhed name:

CH=mail emrecan. lozal, D C=emrecan. DC=local

Walidity period: E wpiration date;
I5 IYears j 19.06.2012 15:46

Wieeks
Davs

¢ Back I Mest » I Cancel Help

sekil — 4

Bu ekran da sertifikalanimizin databese inin duracagi yeri belirtiyoruz. Ekranda ki sekil varsayilan
yerleri istege bagh olarak konumlar degistirilebilir.

Windows Components Wizard

Certificate Databasze Settings
Enter locations for the certificate database, databaze log, and configuration
infarrnation,

LCertificate databaze:

Browsze... |
Certificate databaze log;
IE:"-.WINDDWS hapztemdZhCertlog Browsze. .. |

[ Store configuration information in a shared folder
Shared folder:

I Brayze, |

[T | Freserve existing cetificate database

< Back I Mest = I Cancel Help

sekil -5
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Next butonuna bastigimizda bu uyariyi alacagiz. Burada CA servisinin kurulumunun
tamamlanabilmesi igin IIS in (internet information Services) gegici olarak durdurulacagini belirtiyor.
Evet dedigimizde servis durdurulacak CA servisi kurulumunu tamamlayacak ve IIS servisi yeniden
baslatilacak ve CA kurulumumuz tamamlanmis olarak.

Microsoft Certificate Services |

"j To complete the installation, Certificate Services must tempoararily stop the Internet Information Services. Do you want ko stop the
) SEFVICE now?

sekil - 6

Artik 11S e gelerek kurdugumuz CA dan sertifika talep edebiliriz. Bunun igin 1IS den Default Web Site a
gelip sag tiklayip 6zelliklerden Directory Security sekmesine gelip Server Certificate butonuna
basiyoruz.

Default Web Site Properties il b

Wi'eh Sike | Performance I ISAPI Filkers I Home Directory I Documents I
Directory Security |  HTTPHeaders |  CustomErors | ASPET |

—Authentication and access conkral

! ; Enable anonymous access and edit the

authentication methods Far this resource, Edit... |

—IP address and domain name restrickions

Grant or deny access ko this resource using
IP addresses or Internet domain names.,

Edit... |

[~ SeCUre communicakions

Require secure communications and
enable client certificates when this
resource is accessed.

Server Certificate. .. |

Wiew Cerhificate,

Edit... |

K, Cancel Annl | Help |

sekil — 7
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Yeni bir sertifika istedigimiz igin en Ustteki se¢cenek ile devam ediyoruz.

IIS Certificate Wizard i

Server Certificate
Thesze are the methods for agzigning a certificate to a '\Web site,

Select the method pou want to use for thiz web gite:

& Lreate a new certificate.

 Aszign an existing certificate
£ Import a certificate from a Key Manager backup file.
" Import a certificate from a .pfx file

" Copy or Move a certificate from a remote server site to thiz site,

< Back I Mext » I Cancel

sekil - 8

Bu ekranda sertifikay: isteme seklimizi segiyoruz.
1. Secenek de sertifika istegimizi hazirlayacagimizi ancak talebi daha sonra yapacagimizi.
2. Secenek de ise sertifikayr hemen CA dan talep edip ylkleyecegimizi ifade ediyoruz.

Ben burada olayin daha net anlasilabilmesi ve sertifikanin yedekleme amacinda elimizde olmasi igin
ustteki secenek ile devam ediyorum. 2. Secenek dede sertifikay yedeklememizin mimkiin oldugunu
belirterek devam ediyorum.
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IIS Certificate Wizard 0

Delayed or Immediate Request
Y'ou can prepare a request ta be zent later, ar vou can zend one
imrnediately.

['o you want to prepare a certificate request to be sent later, or do vou want o send it
immediately to an online certification authoriby?

£+ Prepare the request now, but send it later

£ Send the request immediately to an online certification autharity

¢ Back I Hewt > I Cancel

sekil -9

Bu ekranda sertifikayr neden aldigimizi hatirlamak icin bir isim yaziyoruz. Alt kisimdaki Bit Length ise
sertifikanin sifrelemesi ile ilgili. Degeri yukselttiginizde sertifika giivenligi artacak ancak
performansinizi etkileyecektir.

115 Certificate Wizard

Mame and Security Settings
Your new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name thould be eazy for you ko refer to and
remember.

I ame;
D' icin 551

The bit length of the encreption key determines the certificate's encryption ztrength.
The greater the bit length, the stronger the zecunity. Howewer, a greater bit length may
decreaze performance,

Eit length: 1024 L!

[ Select cyptographic service provider [CSP) for this certificate

¢ Back I Mewt > I Cancel

sekil — 10
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Bu ekranda firmamiz hakkinda bilgileri doldurup next diyerek devam diyoruz.

I1% Certificate Wizard

Organization Information
Y'our certificate must include information about your arganization that
digtinguizhes it from other organizations.

Select or type vour organization's name and vour organizational unit. This iz tepically the
legal name of pour organization and the name of your divizion or department.

For further infarmation, consult certification authority's Yweb site,
Drganization;

|Erre LTD =]

Drganizational unit;

|emre| j

< Back I Meut » I Cancel |

sekil — 11

IIS Certificate Wizard N

Your Site’s Common Mame
Your Web site's common name iz itz fully qualified domain name.

T ype the common name for your zite. If the zerver iz onthe Intermet, uze a valid DNS
name. |f the server iz on the intranet, pou may prefer to use the computer's MetBIOS
nanie.

[f the comman name changes, you will need to obtain a new certificate.

Common name;

mail. emrecan. local

< Back I MHewt » I Cancel

sekil — 12

www.sertac.gen.tr


http://www.sertac.gen.tr

I1% Certificate Wizard

Geographical Information
The certifization authaority requires the following geographical infarmation.

Countr/Feagion;
1 [T urkey]

State/province:;

v =]

City/locality:
|AHEARA |
State/province and Citylocality must be complete, official names and may not contain
abbreviations.
< Back I Meut » I Cancel
sekil — 13

Bu ekranda sertifika talebimizi kaydedecegimiz yeri belirtiyoruz.

115 Certificate Wizard

Certificate Request File Name

Your certificate request iz zaved az a text file with the file name you
gpecify.

Enter a file name faor the certificate request,

Eile name:

Browse... |

< Back I et » I Cancel

sekil — 14

Olusturdugumuz talebin 6zet ekrani ve next diyerek islemi tamamhyoruz.
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115 Certificate Wizard

Request File Summary
Y'ou have chogsen to generate a request file.

T o generate the following request, click MNest.
File name: o \certreq. bkt

"f'our reguest containg the following information:

lszued To maill.emrecar. local
Friendly M ames Ifd icin 550
Country/Feagion TR

State / Province TR

City AMNEARS
Crganization Erre LTD
Orgarizational Unit emre

< Back I Mest > I Cancel

sekil — 15

Simdi sira olusturdugumuz bu talep dosyasi ile CA server'imizdan sertifikamizi talep etmeye. Bunun
icin Browser'imiza agip http://sunucuadimiz/certsrv/ adresine giriyoruz. Request a certificate linkine
tikhiyoruz.

a Microsoft Certificate Services - Microsoft Internet Explorer ;Iglﬂ
File Edit Wjew Favorites Tools Help | :;r
@ Back - Q’) = Iﬂ IELI A | ,;-' Search -~ Favorites 4 | e _P: =
Address I%j http:/idcl feerksry) j =] ‘ Links **
a

Microsoft Cerificate Se 5 -- tail.emrecan local Home

Welcome

Llse this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate you can verify your identity to people you communicate with over the Web, sign
and encrypt messages, and, depending upon the type of cerificate you request, perform other
security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, cerificate chain,
or certificate revocation list (CREL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:

|Request a ceificate |
View the status of a pending cerificate reguest
Download a CA cerificate, certificate chain, or CEL

&] [ [ | [ | [ trusted sites
Sekil - 16

=
4

www.sertac.gen.tr


http://www.sertac.gen.tr

Daha sonra Advanced Certificate request linkini tiklayarak devam ediyoruz.

/3 Microsoft Certificate Services - Microsoft Internet Explorer =101 =]
File Edit Wew Favorites Tools  Help | ?;t

(JBack -~ o3 - ¥ (@) 0| ) search 7 Favorites €9 | 1 b B

Address Ig_blhttp:,fll'dcl,fcertsrv,fcertrqus.asp j Ed 5o ||-""k5 =

Microsoft Cedificate Se iz - mail.emrecan local Home

Request a Certificate

Select the cedificate type:
User Certificats

Cir, submit ad advanced cedificate regueast.

-
& |_|_|_|_|_|ﬂ Trusted sites j
Sekil — 17
3 Microsoft Certificate Services - Microsoft Internet Explorer ;IEIEI
File Edit Miew Favorites Tools Help | #
@Back - 1_5||; - |E] |i'| -_::‘_- | ):] Search ¢ Favorites £ | (= _ﬁ
Address |(&] http://dct frertsrvjcertrgad.asp ~| B G |Links »
=

Microsoft Certificate 5 5 - mail emrecan local Home

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the fallowing
options to:

Creagte and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PRCS #10 file, or submit &
renewal request by using a base-64-encoded PKRCS #7 file.

Request a cerificate for 4 smart card on behalf of another user by using the smart card
certificate enrollment station.
Mate: You must have an enrallment agent cerificate to submit a request on behalf of another user.

[
F] l_ I_ I_ l_ I_ | Trusted sites 4
Sekil — 18
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Bu ekranda olusturdugumuz talep dosyasini 1. Alandaki link e tiklayarak ekliyoruz. Eger browseriniz
buna miisaade etmez ise C:\certreq.txt dosyasini agin ve igerigi tumunu se¢ diyerek kopyalayip 1.
Alana yapistinin. Daha sonra 2. Alandan WEB SERVER secenegini secip Submit butona basin.

<} Microsoft Certificate Services - Microsoft Internet Explorer ' I ]
File Edit View Favorites Tools  Help ‘ '1',*'
@Back =g = |ﬂ @ . | /:"_',- Search ¢ Favoribes & A =

Address I:E_:I http:fide jcertsrvfeertrgxt.asp j G0 | Links **

To submit a saved request to the TA, paste a base-Gd-encoded CMC or PRCS #10 certificate -]
request or PKCS #7 renewal request generated by an external source (such as a Web senver) in the
Saved Request box.

Saved Request:

[=
Base-bd-encoded
certificate request
(CMC ar

FKCS #10 or

PKCS #): -
4] _>l_I

|Eir0wse for a file to inser‘[.| 1

Certificate Template:

|Admini5tramr

edministrator
Additional Attrib|EBazic EFS
EFS Recovery Agent

) _ User j‘
Attributes: | b ordinate Ceification Autharity _ILI 2
v
1

!Weh Server
] 3 -

|&] Done [ [ [ | |@ Trustedsites
sekil - 19
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/2 Microsoft Certificate Services - Microsoft Internet Explorer ) = |D|ﬂ

File Edit Wiew Favorites Tools  Help | .]‘."
(PBack ~ o3~ [ [2] | search <% Favorites ) | (A i =
Address I@ http:jfdcl feerksyicertrgxt . asp j Go | Links **

To submit a saved request to the CA, paste a base-Bd-encoded CMWMTC or PKCS #10 certificate =]
request or PKCS #7 renewal request generated by an external source (such as a Web server) in the
Saved Request box.

Saved Request:

JLJLJLAJ‘LJ‘LJ‘LJLAjLAJ‘LJ‘LJ‘LJ&jL.FLAAAEJ&ALAAREJ&ALAAREALAAA;I
Baze-Gd-encoded |ARiililiiid Al dl il iddiid AADANEgkghkiG
certificate request |[OVi+r txA£167KVTYZ 07 ZLNNual AZ+pL+GI829Gd

[:CMC ar 93h01uv07?SEODDgSNMh] 6xro SdAVEZwIEFP QS04
PLCS #10 or pEFwt ITiVEZoYyr lr+Zo080E I NeNgESmiu==
PKCS #) |----- END NEW CERTIFICATE REQUEST--—-—- =

1| | »

Browse for a file to insert.

Certificate Template:
YWeb Server j

Additional Attributes:

Attributes: -
4 3 |

Submit =
oo | .
~

&] [ [ [ | |# Trustedsites
Sekil —20

Submit dedikten sonra son kisma geliyoruz. Buradan da asagidaki secenegi secerek sertifikamizi
download ediyoruz.

i Microsoft Certificate Services - Microsoft Internet Explorer ] ;|g|5|
File Edit \iew Faworites  Tools  Help | ;".'"
DBack = 3~ [« &) | _gsarch <5 Favorites  42) | - i B
Address I@ http:ffde feertsryvcertfnsh, asp j GO ‘ Links **
=

Microsoft Certificate Services - mail.emrecan. local Home

Certificate Issued

The cerificate you requested was issuad to yol.

" DER encoded or |& Base 64 encoded

|Down|oad certificate |
e==d Diownload certificate chain

Sekil - 21
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Save butonuna basarak sertifikay erisebilecegimiz bir yere kaydediyoruz.

File Download - Security Warning ) x|

Do you want to open or zave this hle?

Mame: cerknew.cer
Type: Security Certificate, 2,03 KB
Fraom: dci

&

Open Save

"While filez from the Internet can be useful, this file bype can
o potentially harm your computer. [F you do not trugt the zource, do not

open or gave thiz zoftware. what's the risk?

sekil - 22

Su ana kadar CA kurulumumuzu yaptik ve OWA da kullanilmak Gizere sertifika talebimizi olusturarak
CA dan talep dosyamiz ile sertifikamizi elde ettik. Bu asamadan sonra IIS e tekrar gelerek edindigimiz
bu sertifikayr yukleyecegiz.

Default Web Site Properties B ES
Wi'eh Sike | Performance I ISAPI Filkers I Home Directory I Documents I
Directory Security |  HTTPHeaders |  CustomErors | ASPET |

—Authentication and access conkral

! ; Enable anonymous access and edit the

authentication methods Far this resource, Edit... |

—IP address and domain name restrickions

Grant or deny access ko this resource using
IP addresses or Internet domain names.,

Edit... |

[~ SeCUre communicakions

Require secure communications and
enable client certificates when this
resource is accessed.

Server Certificate. .. |

Wiew Cerhificate,

Edit... |

K, Cancel Annl | Help |

sekil — 23
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Server certificate butonuna bastigimizda karsimiza bu ekran gelecek. Daha énce bir talepte
bulundugumuz icin se¢ceneklerde bununlailgili. Biz ilk secenek ile devam edecegiz.

IIS Certificate Wizard L x|

Pending Certificate Request
A pending certificate request iz a request to which the certification
authority haz not pet responded.

& certificate request iz pending. what would vou like to do’?

* Process the pending regquest and install the certificate

" Delete the pending request

< Back I MNest > I Cancel

sekil — 24

Browse butonuna basarak sertifikamizi kaydettigimiz yeri segiyoruz.

d:
S

Proceszs a F'em:ling Request
Process a pending certificate request by retrigving the file that containg
the certification authority's responze.

Enter the path and file name of the hile containing the certification autharity's rezponze.

Path and file name:

oh cer Browsze. .. |

< Back MHewt » Cancel

sekil — 25
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Laak jr: I@' Desktop j & i

My Docurnents

H My Compuker
LMy Metwork Places
certnew.cer
File name: Icertnew.cer j Open

Files of tupe: | Certficate file [ cer) | Cancel |
o
Sekil — 26

115 Certificate Wizard =

Procesz a Pending Bequest

Process a pending certificate request b retrieving the file that containg
the certification autharity's responze.

Enter the path and file hiarme of the file cantaining the certification autharity's responze.

Path and file namme:

C:ADocuments and SettingshAdminiztratarsD eskiophcertnew, cer Browze. . I

< Back

Cancel |

Sekil - 27
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Bu ekranda SSL port numarasini giriyoruz.

115 Certificate Wizard

SSL Port
Specify the 5501 part far thiz web zite,

S5L port thiz web zite should use:;

< Back I MHewt » I Cancel
sekil — 28

Ozet ekranimiz ve iglemi bitiriyoruz.

115 Certificate Wizard i

Certificate Summary
Y'ou have chosen to install a certificate from a responze file.

To install the following certificate, click Mext.
File narne: C:ADocuments and SettingssAdministratoriDesktophcertnew. cer

Certificate details:

lzzued To mail.emrecan. local
|zzued By rail emrecan. lacal

E =piration Date 18.06. 2009

Intended Purpose Server Authentication
Friendly M arme it icin S50
Country/Region TH

State / Province TR

City AMNEARD
Organization Emre LTD
Orgarizational Uit emre

< Back I HMext = I Cancel

sekil — 29

Artik sertifikamizi da yiikledigimize gore IIS Gzerinden tim girislerin SSL Uizerinden olmasini
saglayacagiz. Bunun icin IIS den default web site in 6zelliklerinden Directory Security sekmesinden
Edit butonuna basiyoruz ve alt resimdeki kutucuklari isaretliyoruz.
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Default Web Site Properties el

Weh Sike | Performance I ISAPI Filters I Home Directory I Documents I
Directory Security | HTTPHeaders |  CustomErors | ASP.NET

—#uthentication and access conkrol

! ; Enable anonymous access and edit the

authentication methods Far this resaurce, Edit... |

ol

—IP address and domain name restrickions

Grant or deny access ko this resource using
IP addresses or Internet domain names.,

Edit... |

— SecUre communicakions

Require secure communications and
enable client certificates when this
resource is accessed. |

Server Certificate. .. |

Wi Certificate, ..

Edit... |

Ik | Cancel | Ay | Help |

sekil — 30

secure Communications x

—Iv Require secure channel {55L)

v Require 128-bit encryplion:

~ Client certificates
' Ignore client certificates

" Accept dient certificates
" Renquire client certificates

™ Enable cient certificate mapping

Client certificates can be mapped to Windows user

accounks, This allaws access contral ko resalrces using £
clienk certificates, it

[ Enable certificate trust lisk

U0 =1 e e | j

sekil — 31
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Buraya kadar tiim ayarlarimiz tamam simdi son olarak Exchange serverimizda bir ayar degisikligi
yapacagiz. Bunun icinde asagidaki ekrandaki gibi “Enable Forms Based Authentication” secenegini
isaretleyecegiz.

-0 Global Settings

[l Recipients General  Settings
=1 Administrative Groups
B4 First Administrative Group Outlook Web Access
H-3 Servers : ;
e v ication:
Elﬂ Del I¥ Enable Forms Based Authentication:

!ﬁ Queles Compression:

w-i=}l First Storage Group e

=3 Pratacols INone J

{2 HTTP

! E,& Exchange Yirtual Server
- Exadrmin

o el aa e

Sekil —32

Simdi yaptigimiz islemlerin sonucunu almaya geldi sira browser’imizi acarak
https://sunucuadi/exchange adresine girelim. iste FBA ekrani karsimizda dikkat edeceginiz gibi alt

kisimda sitenin SSL li oldugunu bildiren kilit simgemiz mevcut.

3 Microsoft Outlook Web Access - Microsoft Internet Explorer ' =10 =]

File Edit Miew Favorites Tools  Help |"}F

Qoeack -~ o3 - ¢ 2] | ) Search = Faworites  £%) | - A =B

Address I_@ i httgs:b'll'mail.emrecan.Iocal,l'exchweb,l'binll'authll'-:-walogon.asp?url=htt|:-s:ll'll'mail.emrecan.Iocal!exchange&reason=u

MicrosoftOffice

EEJ_OutlookWeb Access

Provided by Microsoft Exchange Server 2003

Etki alam'kullaruc adi: I

Parola: | Okururm A I

istemci (bu nedir?)

% Zengin

" Temel

Giivenlik (bu nedir?)

% Ortak veya paylaglan bilgisayar
= Ozel bilgisayar

=l Go | Links **

[i&] Dore l_ l_ l_l I@IQ Trusted sites
Sekil - 33

Simdi kafamizda soru isareti kalmamasi icin birde eski tarzda giris yapalim yani adresimizin basina
HTTPS koymadan.
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Gordugiinlz gibi gelen sayfada girisimizi sadece SSL kanalindan gerceklestirebilecegimiz yaziyor.

3 The page must be viewed over a secure channel - Microsoft Internet Explorer g ;lglil
File  Edit View Fawvorites Tools  Help | #
@ Back » ) |ﬂ @ .' | ,--" Search ;.":- Favorites 4= | (g =
Address I-@ http: fmall. emrecan.localf j Go | Links >*
-

The page must be viewed over a secure channel

The page you are trying to access is secured with Secure Sockets Layer {(SSL).

Please try the following:

o Type https:ff at the beqginning of the address you are attermpting to reach
and press EMTER.

HTTF Error 403.4 - Forbidden: S5L is required to view this resource,
Internet Information Services (I1I1S)

Technical Information {for support personnel)

o Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 403,

& Open IIS Help, which is accessible in IIS Manager (inetrngr), and search
for topics titled About Security, Secure Sockets Layer {S5L), and
About Custom Error Messages,

s

|@ Done l_l_’_|_|_|ﬂ Internet
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OWA tizerinden SSL kullanarak FBA ekrani araciligr ile maillerimize ulasmak artik cok daha guvenli
olacak.

SSLi 6nemsemeyen ancak FBA ekranini kullanarak kullanicilarinin OWA dan maillerine erismesini
isteyenler icinde microsoft’ un bir ¢cézimua mevcut. Ufak bir registry degisikli ile bunu saglamak
mumkdn.

Baslat > ¢calistir > run > a gelerek regedit yazip tamam butonuna basalim. Ve daha sonra
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeWEB\OWA bu key e gelip
sag alanda sag tik yaparak new se¢eneginden Dword value secenegini secelim isim olarak
AllowRetailHTTPAuth yazalim ve degerini 1 olarak girelim. Degisikligin uygulanmasi icin bilgisayarimizi
kapatip acahm. Acildiktan sonra http://sunucuadi/exchange olarak OWA ya giris yapalim. FBA ekrani
karsiniza gelecektir ancak SSL olmadan.
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Registry Editor

File Edit Yew Favorites Help

(=l

-1 MSExchange DDA
-[Z] MSExchangeal

-[Z] MSExchangeDSaccess
-Z MSExchangsEs

-[_1] M3ExchangeFERUblish
-2 MsExchangels

-2 MSExchangeMaMT
-2 MSExchangeMTA
-2 MSExchangemMu

-2 MSExchangecms,
|2 MSExchangesa

-2 MSExchangesRs
|:| MSExchangeTransport
=21 MSExchange'WEE
{23 applications

A5 oA

-0 Msfs

|:| MaIServer

-0 MSSCNTRS

-[£1 MSSEARCH

-2 MSsGatherer

-] MSSETHRSYC

4

|:| MSExchangeActiveSvncN;l

(]

Marne: | Type | Data

@:E(Default) REG_SZ {value not set)

F\llowRetailHTTPF\uth REG_DWORD 000000001 (1) |

Eﬂ DisablePassword REG_D'WORD 000000001 (1)

Level1FileTvpes REG_5Z ade, adp, app, asx,bas,bat,chm, cmd, com, cpl, crt, csh,ex...
Lewvel IMIMETvpes REG_52 applicationfhta, x-inkernet-signup, applicationjavascript. ..
Level2FilaTypes REG_SZ ade, adp, asx,bas,bat, chm,cmd, com, cpl, crk, dir, der, exe.
LevelZMIMETvpes REG_52 texckxml, application) xml, applicationfhta, texthtml, appl. ..
UseRegionaICharset REG_DWiORD 000000001 {13

Key

Skring Yalue
Binary Yalue

e

Multi-String Yalue
Expandable String Yalue

|My ComputeriHKEY _LOCAL_MACHIMEYSYSTEM CurrentControlSetServicesiMSExchangeWEB Ok d
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